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Abstract

One of the biggest challenges for online learning is upholding academic integrity in online assessments. In
particular, institutions and faculties attach importance to exam security and academic dishonesty in the
online learning process. The aim of this study was to compare the test-taking behaviors and academic
achievements of students in proctored and unproctored online exam environments. The log records of
students in proctored and unproctored online exam environments were compared using visualization and
log analysis methods. The results showed that while a significant difference was found between time spent
on the first question on the exam, total time spent on the exam, and the mean and median times spent on
each question, there was no significant difference between the exam scores of students in proctored and
unproctored groups. In other words, it has been observed that reliable exams can be conducted without the
need for proctoring through an appropriate assessment design (e.g., using multiple low-stake formative
exams instead of a single high-stake summative exam). The results will guide instructors in designing
assessments for their online courses. It is also expected to help researchers in how exam logs can be
analyzed and in extracting insights regarding students' exam-taking behaviors from the logs.
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The Effects of Exam Setting on Students’ Test-Taking Behaviors and
Performances: Proctored Versus Unproctored

Although online learning has been widely used, during the pandemic, many people who had never used this
method experienced online learning in their educational lives for the first time. In addition to the many
advantages of the widespread use of online learning, such as access, usefulness, and flexibility, its primary
problems have been identified as participation, academic dishonesty, and access to digital devices and the
Internet (Joshi et al., 2021; Lee & Fanguy, 2022). Effective course design is necessary for effective online
learning, and the design of assessment and evaluation activities—one of the five main elements of the design
process, which also includes an overview, content presentation, interaction and communication, and
learner support—is very important (Martin et al., 2021). During the assessment design process, formative
and summative assessment approaches can be used together or separately. Although both methods have
their advantages and disadvantages, the assessment should be learning-oriented and support the learning
process (Baleni, 2015; Bin Mubayrik, 2020). Student monitoring, improving learning, and performance
increment are the fundamental dimensions of the assessment process (Fernandes et al., 2012; Gikandi et
al., 2011). The assessment design process must be integrated into the instructional design process to ensure
the students’ well-being, as well as for the smooth and successful continuation of the overall process (Slack
& Priestley, 2022).

It has been determined that the most challenging issues in online exams are cheating and dishonesty
(Alessio et al., 2018; Chirumamilla et al., 2020; Singh & de Villiers, 2017; Vlachopoulos, 2016). Proctoring
is one of the most used methods to prevent academic dishonesty. However, conducting face-to-face
proctored exams in distance education is not always feasible. Online proctoring systems are also costly.
Therefore, alternative methods are needed. Changing the assessment design can be an effective solution.
When the assessment design is only summative, the main concern is to focus on problems such as cheating
and dishonesty. However, when the assessment process includes formative assessment activities, students’
dishonest behaviors may change. Therefore, this study aimed to compare the academic achievements and
test-taking behaviors of students in proctored and unproctored tests within a course in which formative
assessment was applied. The significance of this study is that it focused on students’ actual system usage
logs, as opposed to previous studies that focused on self-reported data (Chirumamilla et al., 2020;
Snekalatha et al., 2021; Yazici et al., 2023).

The research questions for this study were as follows:

1. Is there a visual difference between the test-taking behaviors of students who take proctored and
unproctored exams?

2. Are there any significant differences between the proctored and unproctored exams in terms of
time spent on the first question, total time spent on the exam, and the mean and median times
spent on each question?

3. Are there any significant differences between the proctored and unproctored exams in terms of
students’ exam scores?
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Literature Review

Assessment Design, Cheating, and Dishonesty

Although they are defined as separate assessment methods, summative and formative assessments do not
differ sharply from each other, are in a relationship, and are effective when integrated into a design in line
with the learning and instructional goals and objectives (Arnold, 2016; Gikandi et al., 2011). Summative
assessment consists of assessment activities at the end of the course, while the formative assessment
process continues for the whole semester by giving regular feedback and combining several assessment
tools (Arnold, 2016).

The use of effective methods in designing the assessment process, especially in online learning
environments, is important for reducing cheating and dishonesty (Oosterhof et al., 2008). Various
precautions may be taken to prevent cheating behavior in online learning environments. The most
commonly used techniques are proctoring software (Lee & Fanguy, 2022; Nigam et al., 2021), biometric
controls (Noorbehbahani et al., 2022; Traoré et al., 2017; Vegendla & Sindre, 2019), shuffling questions and
choices (Tripathi et al., 2022), random drawing (Goedl & Malla, 2020; Thelwall, 2000), and sequencing
(Chirumamilla et al., 2020).

Proctoring systems are artificial intelligence (AI)-based or human-based. In human-based online proctored
systems, webcams and microphones are the main tools, but Al-based proctored systems consist of multiple
cameras, full system controls, and recordings. In much research focusing on the use of online proctoring
software, it has been determined that there is no significant difference in terms of the academic
achievement, anxiety, and test-taking behaviors of students when compared to environments in which such
software is not used (Rios & Liu, 2017; Stowell & Bennett, 2010). On the other hand, there have been studies
that contradict these findings. The flexible conditions of proctored exams, including having the learning
materials at hand and collaborating with peers, have resulted in higher exam scores and longer exam
completion times when compared with unproctored environments (Alessio et al., 2018; Daffin & Jones,
2018; Goedl & Malla, 2020). In addition to academic dishonesty issues, most of these online proctoring
software programs have used biometric data, which brings with it some ethical problems. Security and
privacy issues in terms of data protection and usage are the main concerns when these tools have been used
(Balash et al., 2021; Draaijer et al., 2018).

Online Exams and Log Data

It is noteworthy that the current literature has mostly focused on learners’ and teachers’ perceptions of
online exams (Chirumamilla et al., 2020; Snekalatha et al., 2021; Yazici et al., 2023). These studies
compared (a) how online exams and paper-based exams are perceived in terms of different cheating
practices (Chirumamilla et al., 2020); (b) how online tests are perceived in terms of reliability, usefulness,
and practical challenges (Snekalatha et al., 2021); and (c) the cheating-related behaviors reported by
students themselves and those perceived by academicians (Yazici et al., 2023). These studies have provided
some insights regarding current issues, but due to reliance on self-report data, it is controversial to what
extent they reflect the real situation. The current literature has shown that there is an inconsistency between
the self-report data and the system logs (e.g., Cantabella et al., 2018; Soffer et al., 2017). Besides, it does not
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seem possible to explore the potential of online learning or assessment systems with self-report data. For
this reason, it is important to examine students’ test-taking behaviors through their actual interaction logs.

Students’ behaviors as they use learning systems have provided a considerable amount of information about
their cheating attempt, activity level over time and engagement with course materials (Alexandron et al.,
2019) and their interaction with the content (Balderas & Caballero-Hernandez, 2021; Dominguez et al.,
2021; Jaramillo-Morillo et al., 2020; Pelanek, 2021; Trezise et al., 2019). In their study, Trezise et al. (2019)
used keystroke logs and clickstream data to prevent contract cheating in a writing task. They analyzed the
patterns of writing (including pause, delete, and revision activities) for free-writing, general transcription,
and self-transcription tasks. Their findings showed that the writing patterns were differentiated for free
writing when compared to the other two writing tasks. Alexandron et al. (2022) used their algorithms—
which employ clickstream data such as video events (e.g., play, pause), responses to assessment items, and
navigation between course pages—for a massive open online course competency exam model. They found
that this exam model reduced cheating in this formative assessment design.

Learning management systems (LMS) keep all student and instructor transactions on the system in their
own databases. These logs can also be used as part of the assessment process. The disclosure of students’
test-taking behavior facilitates the identification of their trial-and-error strategies, detects cheating (Man
et al., 2018), and provides prompt feedback to support their learning (Hui, 2023). As emphasized in the
literature, it is expected that cheating behavior will occur less in an online course that includes assessment
activities prepared with an appropriate design. Accordingly, in this study, student behaviors in a course
designed based on formative assessment approach were analyzed by examining the system logs.

Method

This research was conducted by way of a quasi-experimental design with the matching-only posttest-only
control group. A quasi-experimental design is applied in cases in which the sample in the selected
population cannot be randomly selected (Fraenkel et al., 2012).

While the control group took the exam online with face-to-face proctoring in a laboratory environment, the
experimental group had the flexibility to take the exam from anywhere—everyone was able to access the
exam from their own device, and there was no proctoring mechanism. The experiment considered that the
students had various levels and quality of Internet access. Due to the nature of exam applications in online
environments, this situation can never be controlled (Figure 1).

Experimental and control groups were matched based on a prior knowledge test. There was no significant
difference between the two groups (M Control = 31.76; SD Control = 13.15; M Experiment = 32.94; SD
Experiment = 13.07; F = .078; p = .781).
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Figure 1
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The study group consisted of first-year students enrolled in different undergraduate departments of the
faculty of educational sciences at a state university. Through an online survey, both an integrity
endorsement and permission to use log data were obtained from the students. A total of 63 students
participated in the study.

The experiment was carried out during the implementation of the fourth quiz during the fifth week. The
course unit was titled Word Processing Programs. This quiz was chosen because students had to gain
experience in previous quizzes to minimize problems using the system.

Course Design

This study was conducted in the Information Technologies course and included topics such as
computational thinking, problem-solving concepts and approaches, basic concepts of software, and office
programs. The course instructor was an experienced university instructor. The syllabus of the course was
introduced to the students at the beginning of the semester. The course was conducted face-to-face for nine
weeks and online for five weeks (the course alternated in a repeating pattern of two weeks face-to-face
followed by one week online). Moodle LMS was used in the online learning process. In the first week, the
students were informed about how the course would be taught and the assessment criteria. In Moodle,
students had access to topic videos (n = 60; average 6 minutes), PDFs (n = 7), and external resources (n =

178



The Effects of Exam Setting on Students’ Test-Taking Behaviors and Performances: Proctored Versus Unproctored
Yildinm, ligaz, Bayazit, & Akgapinar

6) every week. The students completed two discussion activities in the first week, as well as four quizzes and
two peer assessment activities in the other weeks. Each of the assessment activities (i.e., quiz, peer
assessment, and exams) was weighted to calculate the students’ learning performance. Each student’s end-
of-term grade was calculated based on the scores of four quizzes (each quiz 10%; total 40%), a peer
assessment activity (10%), and a face-to-face proctored final exam (50%).

Moodle LMS provided a range of options regarding exam settings. In this study, the same settings were
used for both the control and experimental groups. Students were allowed to take the exam only once and
within the specified time period. The exam duration was planned as 1.5 minutes per question and set to a
total of 30 minutes. The 20 questions were presented in random order for each student, and the answer
choices were also shuffled. Students were not allowed to navigate freely between questions.

Data Preprocessing

Three data sources were used: (a) prior knowledge test, (b) quiz scores, and (c) students’ exam logs from
the Moodle database. Data on students’ activities during the exam were recorded in different tables in the
Moodle database (Table 1).

Table 1

Moodle Database Used for Data Analysis

Moodle table Children Parent table Number of Comments

table columns
quiz_attemps - Quiz user 15 Stores users’ attempts at quizzes
logstore_standard_log - Context user course 21 Standard log table

The data from the quiz_attempts and logstore_standard_log tables were used to analyze students’ quiz-
taking behaviors. The data preprocessing was carried out automatically with the help of a tool the
researchers developed. The main function of this tool was to automatically process the log records by
converting them into meaningful features. In the logstore_standard_log table (Table 2) in which all the
interactions of the students in the Moodle LMS were recorded, the students’ quiz logs were retrieved in
relation to the attempt ID. In the analyzed exams, sequential navigation ensured that students could not
return to a question that they had previously answered or left blank. There were four actions associated
with the exam: (a) start the exam, (b)view questions, (c) submit the exam after viewing all the questions,
and (d) review the answers. The target field indicated which Moodle component the action was related to.
For example, viewing each question was an attempt. The time of each action was written in the time created
field as Unix epoch time (Epoc Converter, n.d.). So, as illustrated in Table 2, the difference between the time
created value between any two rows represented the time a student spent on a question. The records in the
logstore_standard_log table for each student were taken, and the calculations for the features detailed in
the Feature Extraction section were made. In the obtained analysis file, each student was in a row, while
the columns included data about that student’s features.
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Table 2

Sample Exam Log for a Student

id action target time created
27734600 started attempt 1637667708
27734601 viewed attempt 1637667708
27734706 viewed attempt 1637667721

27735149 viewed attempt 1637667798
27736528 viewed attempt 1637668011

27737115 viewed attempt 1637668089
27737718 viewed attempt 1637668177

27738176 viewed attempt 1637668235
27738704 viewed attempt 1637668302
27738879 viewed attempt 1637668328
27738979 viewed attempt 1637668343
27739283 viewed attempt 1637668380
27739445 viewed attempt 1637668396
27739688 viewed attempt 1637668419
27739831 viewed attempt 1637668436
27740402 viewed attempt 1637668513

27740644 viewed attempt 1637668545
27740799 viewed attempt 1637668568
27741041 viewed attempt 1637668598
27742131 viewed attempt 1637668718
27742278 viewed attempt 1637668737
27742620 viewed attempt_summary 1637668770
27742675 submitted attempt 1637668775
27742680 reviewed attempt 1637668776

Feature Extraction

While determining the features, the students’ exam logs were analyzed, and attributes were selected to
reflect students’ exam-taking behaviors. Typical test-taking behavior includes starting the exam on time,
and completing the exam by progressing regularly (i.e., the average time spent on each question is similar).
Behaviors such as starting the exam late, spending more time on the first question than the others, or
answering most of the questions in a noticeably short time are unusual. For this reason, time spent on the
first question, total time spent on the exam, average time spent on each question, and median time spent
on each question were selected as features. The extracted features and their descriptions are presented in
Table 3.
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Table 3

Features Related to Students’ Test-Taking Behaviors

Feature Description

Time(s) on first question Time spent on the first question on the exam
Total time(s) Total time spent on the exam

Mean time(s) Mean time spent on each question

Median time(s) Median time spent on each question

With help from a tool developed by the researcers, the data related to these features were extracted
automatically for each student in the experimental and control groups and recorded in the file to be used
for further analysis. In addition to these features, the students’ exam scores and prior knowledge scores
were added to the dataset to test the equivalence of prior knowledge and exam performances.

Data Analysis

Visualization and statistical methods were used in the data analysis. Data visualization methods were used
to answer the first research question. The Mann-Whitney U test was used to determine whether there was
a difference between the experimental and control groups in terms of exam scores and test-taking behavior
variables within the scope of the second and third research questions. R software and the ggplot2 library
were used to visualize the test-taking behaviors of students in proctored and unproctored environments.
Statistical analyses were performed using the SPSS program.

Results

The results are organized by each of the three research questions.

Visual Differences Between Test-Taking Behaviors in Proctored and Unproctored
Exams

To understand whether there was a difference between the behavior patterns of the students in the
proctored and unproctored exams, the data were visually examined. Figure 2 shows students’ question
transition patterns in proctored and unproctored exams. The X axis represents the time in minutes, while
the Y axis represents each individual student. Each horizontal line on the graph represents the student’s
test-taking behavior. While the dots point to the question the students were on at that moment, the colors
vary according to the time. For example, the orange color indicates the first minutes of the exam, while the
pink color indicates the last minutes of the exam. Each dot points to a different question (the leftmost dot
is the first question, the second question is to its right, the third question is to its right, and so on). A short
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distance between two points indicates that the student made a quick transition from one question to the
next—that is, they spent little time on the question. On the other hand, a long distance between two points
indicates that the student spent a long time on that question. The times on the X-axis are aligned so that
the two graphs are comparable. In other words, the start time of the exam was zero minutes.

Figure 2

Students’ Test-Taking Behaviors in Proctored (Panel a) and Unproctored (Panel b) Exams
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When the graphs were examined, it was noteworthy that the students exhibited similar behavior patterns
in both exams. For example: some students completed the exam in a short time (e.g., S4, S13 in proctored
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exam; S17, S24 in unproctored exam), some took longer (e.g., S17, S25 in proctored exam; S13, S19 in
unproctored exam), and the frequency of question transition increased toward the end of the exam (e.g.,
S3, S24 in proctored exam; S7, S19 in unproctored exam). Apart from this, there were no behaviors that
may have been related to cheating, such as waiting until the last minutes of the exam and answering all the
questions in a short time (Noorbehbahani et al., 2022). In the unproctored exam, S24 seems to have started
the exam within the first 20 seconds and finished the exam after 6 minutes. If there was a student with this
pattern towards the end of the exam, we might suspect that student was cheating. For example, S14’s first
attempt was made in the fifth minute and the last attempt was made in the fourteenth minute. Other
students started the exam on time and regularly navigated between questions.

Since the question navigation in the exam was set sequentially, the students could not return to a question
they had already answered. For this reason, a student exhibiting cheating behavior would have been
expected to wait through the first minutes of the exam without any question transition. Or if they look up
the answers to the questions from a different source, we would have expected the time spent on the
questions to be longer. However, the test-taking patterns of the students who took the unproctored exam
did not indicate either anomaly when compared to the students who took the proctored exam. The most
important difference between the proctored and unproctored group was that while all students completed
the proctored exam within 16 minutes, the unproctored exam took up to 24 minutes.

Significant Differences in Terms of Time Spent on the First Question, Total Time on the
Exam, and the Mean and Median Times on Each Question

Applied pairwise comparisons answered the second research question. The Shapiro-Wilk test showed a
significant departure from normality for time spent on the first question for the proctored (n = 33, W, =
.643, p = .001) and unproctored (n = 30, Wyp = .716, p = .001) groups. In addition, the distributions of the
features, such as total test time (Wp = .984, p = .904; Wy = .941, p < .095), mean time spent on each
question (W, =.986, p =.934; Wyp = .940, p < .090) and median time spent on each question (W, =.959, p
=.237; Wy = .927, p = .040) was investigated. Considering the box plots (Figure 3) and the outliers in the
features, Mann-Whitney U tests were applied to investigate whether there were significant differences
between proctored and unproctored tests in terms of students’ test-taking behaviors.
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Figure 3

Box Plots of Behavioral Features

Time on first question

100-

=

Time on first question

E| Proctored * Unproctored

Total time

L ]

L ]
1500 -
1000 -
500 -

Total time

Mean time

75-

50- ‘

25- ‘

Mean time

Median time

7h- =

50-

25-

Median time

The Mann-Whitney U test indicated that there were significant differences between unproctored and
proctored groups in terms of time metrics (Table 4). The time spent on the first question was significantly
longer in the unproctored (Mdn = 19.50) than in the proctored exam (Mdn = 16.00, U = 343.50, z = -2.09,
p = .037). The total time spent was significantly longer in the unproctored (Mdn = 822.50) than in the
proctored exam (Mdn = 662.00, U = 278.00, z = -2.99, p = .003).

Table 4

Results of Mann-Whitney U Test Comparisons of Behavioral Features

Feature Proctored (n = 33) Unproctored (n = 30) U z p
Mean Sum of Mean Sum of
rank ranks rank ranks
Time spent on the first 27.41 904.50 37.05 1111.5 343.50 -2.09 .037
question
Total time spent on the 25.42 839.00 39.23 1177.0 278.00 -2.99 .003
exam
Mean time spent on 25.65 846.50 38.98 1169.5 285.50 -2.88 .004
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each question

Median time spent on 24.89 821.50 39.82 1194.5 260.50 -3.23 .001

each question

The Mann-Whitney U test also showed that the mean time spent on each question was significantly greater
in the unproctored (Mdn = 41.13) than in the proctored exam (Mdn = 33.10, U = 285.50, z = -2.88, p =
.004). Similarly, the median time spent on each question was not significantly greater in the unproctored
(Mdn = 35.75) than the proctored exam (Mdn = 28.00, U = 260.50, z = -.3.23, p = .001).

Significant Differences in Students’ Exam Scores

The test results indicated that prior knowledge in the proctored (n = 33, W, = .877, p = .001) and
unproctored (n = 30, Wy = .824, p = .001) groups and exam scores in the proctored (n = 33, Wy = .914, p
=.012) group did not distribute normally. But the results showed evidence of normality for exam scores in
the unproctored (n = 30, Wy = .934, p = .062) group (Figure 4). Thus, Mann-Whitney U Test has been used
to comparison of proctored and unproctored groups.

Figure 4

Box Plots of Exam Scores

El Proctored — Unproctored

Prior knowledge Exam score
-
60-
60 - .
-
40-
40 -
20-
20-
Prior knowledge Exam score

A Mann-Whitney U test indicated that there was no significant difference between the students in the
proctored (Mdn = 28.00) and unproctored (Mdn = 28.00) groups in terms of their prior knowledge (U =
476.00, z = -.266, p = .790).
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Table 5

Results of Mann-Whitney U Test Comparisons of Exam Scores

Feature Proctored (n = 33) Unproctored (n = 30) U z p
Mean rank Sum of ranks Meanrank Sum of ranks

Prior knowledge 32.58 1075.0 31.37 941.0 476.00 -.266 .790

Exam score 30.44 1004.5 33.72 1011.5 443.50 -713  .476

According to Table 5, the Mann-Whitney U test also indicated that there was no significant difference
between the students in the proctored (Mdn = 45.00) and unproctored (Mdn = 45.00) groups in terms
exam scores (U = 443.50, z = -.713, p = .476).

Discussion

In studies that have reviewed and determined trends in the field, assessment is a key topic (Alin et al., 2022;
Bolliger & Martin, 2021; Gurcan, et al.,, 2021). When comparing assessment in traditional and online
learning environments, much higher scores have been obtained in online environments compared to exams
conducted in face-to-face environments (Alessio et al., 2018; Daffin & Jones, 2018; Goedl & Malla, 2020).
Alarge-scale longitudinal study conducted at a public state university in Turkey revealed this situation more
clearly. In that study, the six-year grades of more than 200,000 students were analyzed, including during
the pandemic period. The results of the research showed that the rate of A grades, which was between 29%
and 34% in the five-year period prior to the pandemic, increased to 44% during the pandemic period.
Similarly, the rate of F grades, which was between 16% and 22% in the pre-pandemic period, decreased to
13% (Analytics Hacettepe, n.d.). This suggests the existence of undesirable behaviors, such as cheating and
academic dishonesty. According to the fraud triangle, there are three components to morally realizing this
kind of misbehavior—perceived pressures, opportunities, and rationalizations (Becker et al., 2006; Burke
& Kenneth 2018; Shbalil et al., 2022). It is expected that these behaviors will be prevented by redesigning
assessment processes in unproctored environments.

In the literature, it is noteworthy that academic success in unproctored exams conducted within the scope
of online/e-assessment has been significantly higher than in proctored exams (Goedl & Malla, 2020). As
well, if exams are unproctored, academic outcomes are not reliable in e-assessment (Coghlan et al., 2021;
Harmon & Lambrinos, 2008; Snekalatha et al., 2021). Moreover, even in virtual proctored exams, cheating
does not appear to be fully resolved (Alin et al., 2022). Alin et al. (2022) identified three strategies for
minimizing cheating behaviors. Assessment design is at the forefront of these recommendations. This
study, conducted in a course in which formative assessment design (based on the scores of four quizzes, a
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peer assessment activity, and a face-to-face proctored final exam) was applied, aimed to compare the exam
scores and test-taking behaviors of students according to proctored or unproctored situations. The results
showed that while there was no significant difference in terms of quiz scores, a significant difference was
found in time-based test-taking behaviors of proctored (control) and unproctored (experiment) groups.

The lack of difference in proctored and unproctored exam score indicates that students’ behaviors in the
unproctored exam did not affect their quiz scores. Nonetheless, students in the unproctored group spent
significantly more time on the exam in total and on each question. This may suggest that students were
attempting to cheat. However, since there was no difference in exam scores between proctored and
unproctored groups, the reason for the difference in time-based test-taking behaviors may be due to factors
such as the Internet speed of students’ online connections. While the proctored group accessed the exam in
the laboratory environment through the university network, the unproctored group accessed it from their
homes, dormitories, or mobile phones. Since university students often reside in student dormitories, they
are likely to have lower Internet bandwidth. This may have accounted for a difference between the request
and response times of the Internet user during the change of each question screen after the exam started in
the unproctored group.

The literature indicates that misbehaviors decreased during exams when the purpose of the course and the
assessment process were shared clearly with the students (Oosterhof et al., 2008). Moreover, Rios and Liu
(2017) focused on students’ test-taking behavior, rapid guessing, and scores in formative assessment, and
found no significant difference between proctored and unproctored online exams in terms of these
variables. The results of the present research supported these studies (Alin et al., 2022; Oosterhof et al.,
2008; Rios & Liu, 2017). If a formative assessment design is adopted in online learning, there is an
exceedingly rare possibility that cheating behavior will be observed in low-risk exams. This possibility
should not raise huge concerns about the fairness of the process.

Conclusions

Within a blended course designed to address limitations imposed by the COVID-19 pandemic, it is unlikely
that cheating-related behaviors on exams will be frequently observed in situations where formative
assessment scores affect overall performance. In this context, researchers and practitioners may reduce
concerns about academic integrity in online courses by moving from a focus on summative assessment to
an approach that measures every step of the process and collects evidence of learning at every stage (e.g.,
Alexandron et al., 2022). The results of this study will guide researchers by having (a) designed low-risk
exams by analyzing exam data, (b) created insights about the issues to be considered in the security of
exams, and (c) designed intervention systems to be developed in the future.

Due to the experimental design, there are two limitations to the study. First, since the experimental and
control groups accessed the exam in different environments, the test-taking behavior in the experimental
group may have been affected by the environment, Internet speed, and the devices through which students
connected. Second, the exam settings allowed students to take questions in random order and did not allow
them to return to a question they had answered. Such a setting is among the main measures to address
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cheating (Chirumamilla et al., 2020). In this study, time-based metrics that were expected to differ in terms
of test-taking behaviors were assessed in such exam settings (e.g., monitoring the use of time; Alin et al.,
2022). The research results are not generalizable to an exam setting in which students can move freely
and/or questions are not random. In future research, proctored and unproctored statuses can be compared
according to different exam settings.

The test-taking behaviors of the students were compared in terms of the groups that took the exam in an
unproctored and proctored environment. However, there may be students, especially in unproctored
groups, who have different test-taking patterns (e.g., fast responders, late starters, fast finishers, and
normal or abnormal behavior). In future research, the behaviors and exam performances of students with
different test-taking patterns should be examined in depth.

This study discussed the lack of difference between proctored and unproctored situations by relating it to
the assessment design. The absence of differences between groups cannot guarantee a lack of cheating in
unproctored groups. In this context, there are definitions of abnormal test-taking behavior in exams (Hu et
al., 2018; Tiong & Lee, 2021). Tiong and Lee (2021) labeled a situation as abnormal when the speed was too
fast or too slow, and the questions were answered 90% correctly. In the present study, the metrics were
time-based. Therefore, future research could separate the students who answered the questions very quickly
and were highly successful (abnormal 1) and those who answered questions very slowly and had a lot of
success (abnormal 2). These groups may be compared to students who behave normally, both in terms of
exams and overall performance. Moreover, some outliers were observed in terms of test-taking behaviors
(see Figure 3). Exactly why outliers spend much more time (e.g., time on the first question, mean time) than
other students is unknown. If future research proves that outliers cheat, outlier detection may be used to
determine cheating behaviors.
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